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ABSTRACT
Bossware, software that monitors worker activity, is a common
feature of workplaces. What do workers know about these tools
and how they relate to their rights at work? We explored this ques-
tion through two studies. Study 1 surveyed 100 workers to assess
their understanding of work monitoring terminology. Participants
were confident in their knowledge of key terms but struggled to
accurately define them. Study 2 explored awareness of legal pro-
tection in relation to work monitoring through 19 semi-structured
online interviews. We found that awareness varied with industry
and work role, but was generally low and lacked certainty. Parti-
cipants were largely skeptical of the use of bossware, questioning its
necessity. Limited knowledge of monitoring terminology and legal
protection at work further weakens workers’ ability to notice and
challenge the use of monitoring tools in their workplaces. We finish
by speculating on whether educating workers about bossware and
workplace rights would help.

CCS CONCEPTS
• Security and privacy→ Social aspects of security and pri-
vacy; • Human-centered computing→ Empirical studies in
HCI; • Social and professional topics→ Employment issues.
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1 INTRODUCTION
The use of software designed to monitor and manage employees has
grown in popularity over the last few years, particularly in response
to the rise of remote work as the predominant mode of working
[44]. Often marketed as Electronic Performance Monitoring (EPM)
tools, Work Monitoring Software (WMS), or instead referred to as
“Bossware” by some, these systems enable employers to track em-
ployee performance at scale, which can even be done without the
employee’s knowledge or consent. These tools utilize methods such
as keylogging software, screen capture features, mouse movement
tracking, email and call monitoring, internet webpage access mon-
itoring, and face recognition software [3, 6, 7, 21, 23, 37, 38, 66, 73].
Beyond software, physical devices like IoT sensors (e.g., GPS, RFID),
wearables (e.g., smartwatches or fitness trackers), and cameras (e.g.,
CCTV or webcams) are also employed in employee surveillance
[34, 67]. The visibility of these surveillance practices can vary, with
some being overt while others remain hidden, depending on the
features of the specific software or devices used [3, 23].

High-profile cases have highlighted the controversial nature of
such surveillance practices. For instance, Barclays faced backlash
in 2020 after using Sapience Analytics’ software, which prompted
employees with productivity tips and monitored their activities
without their knowledge, leading to the cessation of its use [50].
Similarly, both Barclays and The Daily Telegraph encountered cri-
ticism for using OccupEye, a monitoring solution designed to track
office space usage through motion and heat sensors, which was
eventually withdrawn due to negative reactions from employees
who felt their presence at their desks was being closely monitored
[25, 47, 65].

The management and psychological literatures have reported
negative effects associated with intensive work monitoring prac-
tices, including worsening work performance and wellbeing, and
the emergence of counterproductive work behaviors [45, 46, 51].
Legal scholars have criticized the way companies justify their in-
trusive monitoring practices and have highlighted the employee-
employer power differential, which often prevents employees from
having their concerns considered before such practices are imple-
mented [7, 20]. Human-Computer Interaction (HCI) research has
kept up with advances in workplace monitoring technology, ex-
ploring the potential privacy and ethical issues arising from the
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collection of sensitive data [53, 68, 69]. However, employees’ un-
derstanding of work monitoring and its legal frameworks have
received less attention.

Collins [19] identified a split between legal and technical spheres
which highlights how algorithmic management systems, which in-
clude bossware, create challenges due to their technical opacity (e.g.,
complexity and trade secrets) and legal barriers to transparency and
accountability. This disconnect hinders workers’ ability to under-
stand, challenge, or influence these systems effectively. Information
asymmetry arises where an employer holds more information about
the managerial systems in place compared to employees. This leads
to a situation which is inherently unfair to employees, as they
are not equipped to challenge the systems which monitor them
[19, 22, 29]. Pleger et al. [64] have previously shown that UK cit-
izens lacked understanding of data protection and data security,
despite them indicating medium to high levels of familiarity with
various terms related to data protection and data security. This
assumes that the employer has more knowledge over matters of
workplace monitoring and data protection compared to employees,
however, it could be the case that even employers might not be well-
informed in terms of emerging legal compliance with regard to data
protection. In the early days of the implementation of the GDPR in
the UK in 2018, Addis and Kutar [1] had shown how UK companies
exhibited low levels of awareness with respect to the regulations.
They also found low levels of knowledge about changes to the data
protection landscape, and it was apparent even at the executive
level. The implementation of technologies within the workplace
should be accompanied by the relevant legal compliance as well
as efforts by management in educating employees and also them-
selves about the matter. A survey of 719 leaders of small businesses
in 2019 reported that nearly half of respondents admitted to their
business failing at key compliance components of the GDPR [30].
Furthermore, the leaders were confused about basic data security
concepts such as encryption. We need to consider that it is more
likely for larger companies to tackle the process of informing the
company to a satisfactory degree, as they have more resources to
allocate to ensure compliance with data protection laws and train
employees [71]. Small and medium enterprises may not have the
same resources for and focus on data protection.

As seen above, previous work has focused directly on individuals’
perspectives on data protection and the GDPR. This paper looks
into employees’ views towards work monitoring, in particular their
awareness of the topic and its legal frameworks. It is imperative
to have individuals be literate about work monitoring practices
and the law surrounding it, as the extent to which employees can
question and challenge monitoring may likely be influenced by
their collective knowledge and understanding [9, 19, 22]. For one, a
lack of challenge to monitoring practices could lead to employers’
policies falling short of protecting individual rights. Through this
exploratory research, we assess employees’ knowledge of work
monitoring practices and note their expectations about the law.
While the accuracy of knowledge of employees is a metric in assess-
ing this, it is not the purpose of this paper to make claims solely
based on the accuracy of their knowledge – rather we seek to lay
out the quality of their knowledge in how they choose to express
their knowledge. The findings will allow us to report on the current
state of employees’ knowledge on the matter of monitoring at work.

This benchmarking is an essential starting point for the applied
context of supplementing current data protection guidance and
training in workplaces, and also for academic research projects
examining perspectives on workplace surveillance.

2 RELATEDWORK
There are three key reasons why employers monitor their employ-
ees: ensuring adherence to contract agreements and compliance
with company policies and expectations, managing legal liabilit-
ies, and protecting against security breaches [52, 54]. Monitoring
helps in assessing productivity and preventing misconduct, which,
the theory goes, translates into business success. Historically, the
modern concept of work monitoring originates from Scientific Man-
agement, pioneered by Frederick Taylor in the early 1900s. Taylor’s
framework involved breaking down tasks into smaller components
for efficiency assessment, initially applied to factory workers per-
forming repetitive manual tasks [33, 74, 75]. In modern work roles,
across industries, at larger scales, and especially in remote work
contexts, this type of direct monitoring is not feasible. While it
is conceivable that, say, one manager can be in charge of a small
team of five people while having good idea of the productivity of
their team members individually, the same cannot be said about a
human managing hundreds or thousands of employees all at once
over a myriad of tasks [3]. Monitoring through digital solutions
can handle (or purports to handle) this large-scale task, hence the
emergence of Bossware.

2.1 Arguments For Bossware
Bossware, or employee monitoring software, has been used for
decades and has both proponents and critics. Supporters argue that
Bossware can enhance employee performance and bring objectiv-
ity to evaluations [2, 10, 11, 14, 55]. Aiello and Kolb’s study on
202 undergraduate Psychology students demonstrated that Elec-
tronic Performance Monitoring (EPM) improved performance on
simple tasks but hindered it on complex ones [2]. This pattern
aligns with social facilitation theory, which holds that performance
on individual tasks is improved when in the presence of others
[78]. High-performing participants showed further improvement
with EPM, whereas low performers exhibited reduced performance.
However, the results should be viewed in context, as they are based
on university students and may not reflect the general working
population.

Interestingly, the reception of Bossware can vary depending on
how it is framed by employers. Some employees may view monitor-
ing negatively, but others might accept it as a way to demonstrate
their productivity or feel secure, as seen in studies involving call
center workers and other employees [70, 72]. When monitoring
practices are framed as tools for employee development rather than
as behavioral deterrents, they can lead to greater job satisfaction
and organizational commitment [77]. Thus, the strategic introduc-
tion of Bossware, with an emphasis on its benefits for employees,
can potentially foster a more positive response to electronic monit-
oring.
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2.2 Arguments Against Bossware
Despite potential performance benefits, substantial evidence high-
lights negative effects of surveillance. Research indicates that elec-
tronic monitoring can negatively impact worker attitudes and trust
[5, 11, 17]. Jeske [43] noted that while workplace surveillance tools
might enhance communication and support self-development if
employees have access to their performance data, excessive mon-
itoring can damage trust and lead to lower perceptions of trust in
management for employees [35, 43]. Privacy intrusion is a general
concern when considering monitoring software, and it has been
found to be felt deeply by employees in the case of emotion AI
(measuring employees’ emotions and mood) being used in monit-
oring software [68]. Intensive monitoring has also been linked to
decreased organizational citizenship, reduced employee perform-
ance, and lower overall well-being [45]. In the case of gigworkers,
surveillance at work led to feelings of their privacy, safety, and
economic outcomes being threatened [69].

Bossware can also prompt employees to engage in counterpro-
ductive work behaviors (CWBs), such as avoiding monitored areas
or using ‘mouse jigglers’ to simulate activity [16, 51, 76]. Some other
examples of CWBs include spending time browsing the internet or
taking personal phone calls during work hours, avoiding monitored
areas, intentionally working slowly, and taking unnecessarily long
breaks. Some of these practices may undermine the accuracy of
monitoring software, and thus highlights a critical flaw in relying
solely on machine measurement for employee monitoring purposes.

2.3 Legal Considerations
We focus on the UK context in this paper, as each jurisdiction has its
own set of laws which govern issues of data protection and employ-
ment rights. There are three main pillars which govern workplace
monitoring: data protection, human rights and employment law.
Article 8 of the European Convention on Human Rights (ECHR)[27]
incorporated into UK law by the Human Rights Act (HRA) 1998
confers the right to respect for private and family life [62]. The
Data Protection Act (DPA) 2018 and the UK General Data Protection
Regulations (GDPR) regulate personal data processing, with the
GDPR outlining principles for lawful data handling: lawfulness, fair-
ness, transparency, purpose limitation, data minimisation, accuracy,
storage limitation, integrity and confidentiality, and accountability
[28, 63]. Following Brexit, the EU GDPR was retained into UK law
as the UK GDPR which is enshrined into UK law by the DPA 2018.
The EU GDPR’s key principles, rights and obligations remain the
same in the UK version, and the UK has the independence to keep
the framework under review [40].

Non-compliance with the UK GDPR principles can result in
significant penalties equivalent to “£17.5 million or 4% of the under-
taking’s total annual worldwide turnover in the preceding financial
year, whichever is higher” [39, 63]. As for Employment law, the
relevant legislation is the Employment Rights Act 1996 which does
not directly address work monitoring or surveillance [61]. However,
it provides a general framework for fair treatment in the workplace
such as the right to not be unfairly dismissed, which indirectly
relates to monitoring in certain contexts.

The dominant pieces of legislation inmatters of workmonitoring,
and the ones we will be referring to most throughout this research,

are the DPA 2018 and the UK GDPR. Employers must adhere to
two key requirements under the GDPR: data protection principles
and lawful bases for processing personal data. As per Art.5 of the
UK GDPR, the seven key principles are as follows: data must be
processed lawfully, fairly, and transparently (Lawfulness, Fairness,
and Transparency); collected for specific, legitimate purposes (Pur-
pose Limitation); limited to what is necessary (Data Minimisation);
accurate and up to date (Accuracy); kept no longer than necessary
(Storage Limitation); securely processed to ensure confidentiality
(Integrity and Confidentiality, or security); and organizations must
be able to demonstrate compliance (Accountability) [63].

Art.6 of the UK GDPR allows for employee monitoring only
if one of the following lawful bases is shown to be applicable: (a)
consent, (b) contract necessity, (c) legal obligation, (d) vital interests,
(e) public task, and (f)legitimate interests [36, 63]. Bases (d) and (e)
are unlikely to apply to processing for bossware purposes, we can
therefore consider in more detail how the remaining bases apply in
the bossware context.

In the case of (a) consent, “the data subject has given consent to
the processing of his or her personal data for one or more specific
purposes”, it is possible to rely on it as a lawful basis. Where the
worker has given consent to have their personal data processed
by the employer for the purpose of monitoring, consent may be
relied upon as a lawful basis. However, this lawful basis is only valid
where the employee is in a position to freely give their consent.
In an employment context, there is an inherent power difference
between the two parties and so it would only be appropriate to
rely on consent as a lawful basis where the employee can expect
no negative consequences as a result of refusing to consent to the
monitoring [36]. As for (b) contract, “processing is necessary for
the performance of a contract to which the data subject is party
or in order to take steps at the request of the data subject prior to
entering into a contract”, the processing of data from work monit-
oring is necessary for a contract to exist between the worker and
employer, or because the worker requested specific conditions from
the employer such as e.g. remote working arrangements. Regarding
(c) legal obligation, where “processing is necessary for compliance
with a legal obligation to which the controller is subject”, the pro-
cessing of personal data is necessary for the employer to comply
with the law e.g. in the case of monitoring to ensure compliance
with Health and Safety laws and anti-fraud measures as per fin-
ancial regulations. Finally, the UK GDPR holds for a lawful basis
of (f) legitimate interests that the “processing is necessary for the
purposes of the legitimate interests pursued by the controller or
by a third party, except where such interests are overridden by the
interests or fundamental rights and freedoms of the data subject
which require protection of personal data, in particular where the
data subject is a child.” Where the processing of personal data is
necessary for the employers’ legitimate interests or those of a third
party, unless the risks to the workers rights overrides them. Rely-
ing on legitimate interests requires satisfying three tests: purpose,
necessity, and balancing; Is there a legitimate interest in processing
the personal data? Is the processing necessary for that purpose? Is
the legitimate interest overridden by the worker’s interests, rights,
or freedoms [28, 63]?

The context of remote work and Bossware raises concerns about
potential infringements of Art. 8 HRA [48]. Academics caution
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against companies presenting surveillance as compliant with data
protection principles without addressing underlying legal issues
[6, 20, 57]. Companies might frame surveillance as necessary for
business efficiency [8] and while practices exceeding lawful bound-
aries can be contested by employees or their trade union repres-
entative, this is unlikely to be feasible in practice [20, 22]. Collins
and Marassi [20] maintain that unreasonable surveillance practices
which do not fall strictly within the conditions for lawfulness in
the GDPR can be challenged. They also suggest that to reduce im-
balances in power that may arise between employee and employer,
employees should be part of the conversation at early stages of
decision-making for the implementation of monitoring practices
and data management.

To summarise, bossware is legal in the UK, but it is also tightly
regulated under the Data Protection Act 2018 (including the UK
GDPR), the Human Rights Act 1998, and employment law. Em-
ployers must have a lawful basis for monitoring, such as legitim-
ate interest, and comply with principles of fairness, transparency,
and necessity. The Human Rights Act protects employees’ right
to privacy, requiring monitoring to be proportionate and justified.
Employment law mandates that monitoring aligns with workplace
policies and contracts, with clear communication to employees.
Breaches of these laws can result in penalties, emphasizing the
need for careful and responsible use of monitoring tools. For the
purpose of this research, we choose to largely focus on the DPA
2018 and UK GDPR as these are the key legal frameworks governing
work monitoring practices.

2.4 Research Gap and Contribution
This research aims to bridge individual experiences of work, organ-
izational structures, technology, and the law, addressing a critical
gap in prior work that has often treated these elements in isola-
tion. By taking an integrative approach towards these domains, we
seek to highlight the complex interplay between these factors and
contribute to the literature by exploring workers’ experiences and
knowledge on the matter.

Discussions about the link between the technical and legal have
been scarce in relation to bossware. The technical is dependent
on multiple factors, some of which are in the control of bossware
providers and their clients, company management. As for the legal
side, data protection legislation has been established for years now,
yet employee, and even employer, understanding on the matter has
been shown to be lacking [22]. This disconnect between legal frame-
works and technical systems highlights how complex algorithmic
management tools, as is the case in bossware, can outpace regulat-
ory oversight, limiting transparency, accountability, and workers’
ability to challenge their use effectively [19]. This research has for
objective to contextualize this split between the technical and legal
by taking the approach of assessing the employee’s experience and
knowledge.

Existing literature addresses psychological, managerial, and legal
aspects of Bossware, though a notable gap exists in our understand-
ing of employees’ awareness and interpretation of work monitoring
terms and legal protections. Developing this knowledge would be
greatly beneficial for reviewing how we are currently educating

employees about their rights at work, especially in the data protec-
tion context, with GDPR training being offered in some industries.
Through this investigation, we will be able to highlight what em-
ployees know and assume of the law, which will then be useful for
reviewing how we educate employees on the matter. Finally, the
information gathered here will serve to better design research to ac-
count for discrepancies in employee knowledge of work monitoring
practices.

This paper presents two empirical investigations into workplace
monitoring. Study 1, an online survey, seeks to answer the question
of how well-versed employees are about work monitoring termino-
logy. Study 2, through semi-structured online interviews, explores
the level of legal awareness employees have regarding work monit-
oring practices. The aim of this research is to explore the state of
employee knowledge regarding work monitoring practices and its
legality rather than strictly measuring employees’ knowledge.

3 STUDY 1: ONLINE SURVEY
Study 1, conducted as an online survey, investigated workers’ famili-
arity with, and substantive understanding of, workplace monitoring
terminology.

3.1 Context
This study focused on the United Kingdom, where all authors are
based, to account for its specific legal and regulatory environment
governing workplace monitoring practices. The post-Brexit adop-
tion of the GDPR into UK law alongside the UK Data Protection Act
2018 shape the legal framework for employee rights and employer
obligations. By grounding the research in the UK context, this study
aims to provide insights that are directly applicable to UK-based
workers. However, these may also contribute to broader discussions
about work monitoring practices across other populations and legal
jurisdictions.

3.2 Rationale
It is unclear what researchers, HR professionals, trade unions, legis-
lators, educators and other interested parties might assume when
engaging with workers on this topic. There is a risk that familiarity
might be confused with a substantive understanding. For example,
expectations that being familiar with the term “GDPR” would be
taken to mean that someone has a functional understanding that
they can use to make sense of the monitoring in their workplace.
The consequences of talking at cross purposes might be that work-
ers are not able to exercise their rights at work, that employers
unwittingly breach those rights, or that tools designed to support
workers and their representatives do not have the anticipated effect.

We examined participants’ self-ratings of familiarity with eight
terms and compared these ratings with their definitions of the terms,
which we evaluated quantitatively against baseline definitions. We
also performed a thematic analysis to understand the qualitative
aspects of their understanding. Lastly, we gauged how much em-
ployees cared about the topics associated with the terms through
sets of attitudinal questions, however, these will not be reported in
this paper.
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3.3 Method
3.3.1 Participants and Recruitment. This exploratory study was
conducted in May 2023. UK-based participants were recruited to
ensure that participants had a similar experience regarding data
protection and employment laws. Prolific, a platform for recruiting
participants, was used to recruit 100 adult UK residents who were
fluent in English and had experience working in-office, remotely,
or both. The sample target was set at 100 participants which we
deemed sufficient for the purposes of this study, given its explor-
atory nature and that our goal was to understand cohort under-
standing across the definitions, rather than to investigate relative
differences in the levels of understanding of the terms 1. Following
Prolific’s standard guidelines, participants were remunerated at a
rate of £10.80 per hour (as recommended by the platform based off
of minimum wage rates) amounting to £3.60 for the approximate
20-minute runtime of the study [24]. The following demographic
data was obtained from Prolific’s database with self-reported in-
formation by the participants. The sample comprised 33% female
participants and 67% male participants. They were 18-67 years old
(M = 38 years). Thirty-six percent had a hybrid work arrangement
where they sometimes worked from a central workplace and some-
times remotely, 32% always worked from a central place, 28% always
worked remotely, and 4% indicated that their place of work changed
regularly.

3.3.2 Term Selection. After reviewing the relevant literature, news
articles, and laws and regulations, the lead researcher selected eight
terms related to work monitoring to capture a diverse range of un-
derstanding of the subject. The term selection process was mainly
inspired by the UK GDPR, as it is the primary legal framework
governing this context, as well as the functionality and nature of
work monitoring software and its practical applications. Adding a
level of complexity to the selected terms, we chose to include terms
with possible overlap in meanings (monitoring, tracking, surveil-
lance) and varying degrees of prevalence and technicality (remote
work, consent, GDPR, keylogging, data minimisation). For each term
we developed a comprehensive baseline definition based on UK
GDPR terminology and dictionary definitions, to ensure that they
appropriately reflect the selected terms (see Table 1). Accuracy of
participant definitions was assessed against the baseline definitions
below. Each baseline definition was defined with the intention of
capturing a wide range of participant understanding. If their defini-
tions did not cover as many points from the definitions below, then
their definitions would be deemed as less accurate. Below are the
terms used as baseline for Study 1.

3.3.3 Survey design. The survey was hosted on LimeSurvey and
consisted of three sections. The first part gauged the respondents’
familiarity with each term through a 1-5 Likert scale (1=“Never
came across the term”, 5=“Very familiar with the term”). Next, on
the following pages, participants were asked to provide their defin-
itions for each term. The order of the terms was randomized. The
survey questions are available in the Supplementary Materials. This
study received favorable ethical opinion from the lead researcher’s
institutional School Research Ethics Committee.

1It also meant we could meet practical constraints and stay within the allocated budget
for the research.

3.3.4 Analysis. The analysis of our survey data involved quantit-
ative and qualitative analyses.

Familiarity scores. Participants’ familiarity scores were analysed
through descriptive statistics. The median was used as a mean-
ingful representation of central tendency, particularly because the
familiarity Likert scale consisted of ordinal data.

Participant definition scores. To score their definitions, each baseline
definition was broken down into smaller parts, which were used to
help us score definitions provided by participants. This was done by
sectioning parts of the baseline definition into substantive, clearly
demarcated parts. Table 2 illustrates the coding and scoring process,
using the Keylogging definition as an example. Each part of the
definition received one point and was counted only once, even if it
appeared multiple times in the same definition.

Each participant definition was rated independently by three re-
searchers. Next, the scores were compiled and compared to identify
any disagreements. Parts of the definition that had been given a
score by two researchers were taken as endorsed by all three re-
searchers. Those that received a score from only one researcher
were discussed by the whole team and a collective decision was
made on whether to keep or change the score. The data were
analyzed using descriptive statistics, including mean, median, and
standard deviation, to provide a comprehensive assessment of the
results. Mean accuracy was calculated to account for the varying
maximum scores across the eight terms, enabling a standardized
comparison by expressing accuracy as a percentage of the total
possible points.

As the data coding focused on parts of the definition (i.e., an item
against which participant definitions were scored), the variation
within definitions was obtained through a column analysis (see
Appendix A) revealing the most used parts to define the terms.
Combined with the thematic analysis, it indicated the depth of
understanding from the definitions provided by participants.

Column analysis. A key aspect of this study was to examine the
tendencies in participants’ choice of words when defining the terms.
We refer to appendix A for the insights derived from the column
analysis. The column analyses show the percentage incidence of
each part of the definition, reflecting how many participants in-
cluded each component in their definitions. Seeking to understand
how participants chose to interpret these terms, we analyzed them
thematically [12]. During the scoring exercise, we took observa-
tional notes on each definition. These notes captured instances
where we identified potential codes that could inform the sub-
sequent thematic analysis. We then reviewed and discussed the
notes added independently by each researcher, which led to the
formation of three themes, namely expressivity, semantic precision,
and conceptual framing. This approach allowed us to seamlessly
integrate quantitative scoring with qualitative insights, ensuring
that the themes were grounded in both the content and context of
the participants’ definitions. Tables 4 to 11 in Appendix A summar-
ize the percentage incidence of all the definition parts which have
informed our scoring process.
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Term Researchers’ Baseline Definitions Resources
Monitoring Monitoring is a general term that can encompass both tracking and surveillance, as well

as other methods of collecting data about employees’ work activities. Monitoring can be
done through a variety of means, including software applications, network logs, and direct
observation, and can serve a range of purposes, such as identifying inefficiencies or
improving performance.

[59]

Keylogging Keylogging is one of the types of monitoring software or hardware that records every
keystroke made on a keyboard. It may be used by employers to track employee computer
use, prevent unauthorised access to company systems, or investigate suspected security
breaches or policy violations.

[60]

Tracking Tracking in the context of work refers to the collection and analysis of data about an
employee’s work-related activities, such as the time spent on different tasks, or the
websites they visited. This information can be used to monitor productivity and identify
areas for improvement, but it might not necessarily involve the direct observation of an
employee’s work or communications.

[18]

Surveillance Surveillance involves the direct observation of an employee’s work or communications.
This may include monitoring an employee’s email or instant messages, listening in on
phone conversations, or using video cameras to monitor the workplace. The goal of
surveillance is typically to identify inappropriate or illegal behaviour, rather than simply
monitoring productivity or performance.

[31]

Remote work Remote work refers to a work arrangement where an employee is not physically present in
a traditional office or workplace, but instead works from a remote location such as a home
office, co-working space, or other remote location. This arrangement is made possible by
technology such as video conferencing, remote desktop software, and other collaborative
tools that allow employees to communicate and work together from different locations.

“[S]ituations where the work is fully or partly carried out on an
alternative worksite other than the default place of work.” [42]

GDPR The GDPR (General Data Protection Regulation) is a comprehensive data privacy law that
regulates the collection, processing, and storage of personal data for individuals located
within the European Union (EU). The UK has retained the GDPR in its domestic law since
Brexit. It therefore applies to all UK businesses that handle personal data, regardless of
their size or industry sector.

“A part of European Union privacy law on the processing and
storage of, and access to, personal data. Usually referred to as
GDPR.” [41]

Data
minimisation

Data minimisation refers to the practice of limiting the collection, storage, and use of
personal data to only what is necessary for a specific business purpose. This involves
ensuring that only relevant and essential data is collected, and that it is not kept longer
than necessary or used for purposes other than those for which it was collected.

As per Article 5 of the GDPR “1. Personal data shall be: (c)
adequate, relevant and limited to what is necessary in relation
to the purposes for which they are processed (data
minimisation)” [28]

Consent In the context of work and personal data, consent refers to the voluntary and informed
agreement given by an individual for their personal data to be collected, processed, and
stored by a business for a specific purpose.

Voluntary agreement to a proposal, request, demand, etc.;
acquiescence; an instance of this. Frequently in official or legal
contexts: permission or approval for something.[58]. “Consent
must be given freely, without duress or deception, and with
sufficient legal competence to give it.” [32]

Table 1: The Researchers’ Baseline Definitions, with sources used in developing them.

Keylogging definition:‘‘Keylogging is one of the types of monitoring software or hardware that records every keystroke made on a keyboard. It may
be used by employers to track employee computer use, prevent unauthorised access to company systems, or investigate suspected security breaches or
policy violations.”

Parts of the definition

Participant Definitions Piece of software
or Hardware.

Used to collect/
record/ track
data.

Data processed
are key presses
on employee’s
keyboard.

Purpose is to
track general
computer use, as
a measure of
productivity.

Purpose is
company
security/ policy
related.

Score

“where the computer records your keyboard
activity”

1 1 1 0 0 3

“i am guessing its to do with logging of key
information”

0 0 0 0 0 0

Table 2: Scoring participants’ definition of Keylogging example

3.4 Quantitative Results
Familiarity scores. The purpose of the study 1 was to investigate

the UK workers’ familiarity towards and understanding of boss-
ware terms. Aligning with the exploratory nature of this work, the
analyses primarily relied on descriptive statistics to summarise and
interpret the data. Hence, inferential statistical techniques were

not relevant nor appropriate. The analysis of familiarity scores (see
Table 3) indicated high ratings of familiarity for six terms out of
eight, with the remaining two terms with lower familiarity scores
being keylogging (Mdn= 3.00, i.e. Quite familiar with the term) and
data minimisation (Mdn= 2.00, i.e. Came across the term but don’t
know much about it).
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Familiarity Response Score
Median Mean Median Highest possible score Mean Accuracy (%) SD

Monitoring 5.00 1.84 2.00 9 20 1.13
Keylogging 3.00 1.66 2.00 5 33 1.17
Tracking 4.00 0.87 1.00 6 15 0.88

Surveillance 5.00 1.65 1.00 13 13 1.02
Remote work 5.00 1.57 2.00 5 31 0.64

GDPR 5.00 1.78 1.00 7 25 1.55
Data minimisation 2.00 1.31 1.00 8 16 1.38

Consent 5.00 1.28 1.00 7 18 0.95

Table 3: Descriptive statistics

Participant definition scores. The definition scores were low for
all terms, with mean scores ranging from 0.87 (Tracking) to 1.84
(Monitoring). Using the more standardized comparison of mean
accuracy scores, the highest was for keylogging (33%) and the lowest
for surveillance (13%).

Data minimisation and keylogging are technical terms. Their
low familiarity median scores above indicate their low prevalence
in participants’ experiences. Mean accuracy for data minimisation
was at 16% while it was higher for keylogging at 33%. This suggests
that participants had better chances of inferring the meaning for
keylogging rather than data minimisation. Keylogging actually had
the highest mean accuracy score across the eight terms despite
being the one of the less familiar terms for the participants. This
indicates that a satisfactory understanding for the term was more
easily inferred compared to the other seven terms.

GDPR was also a technical term, but participants rated them-
selves as very familiar with the term. They provided definitions
with 25% mean accuracy, the third-highest mean accuracy score in
this dataset. Familiarity scores were high for the five terms remain-
ing to be reported. Listed in increasing levels of mean accuracy
these were surveillance, tracking, consent, monitoring, and remote
work. Those five terms were likely to be more prevalent than other
technical terms and as expected scored high on familiarity ratings.
As for surveillance, tracking, and monitoring, which are related
terms in nature, there is a gradient in the levels of understand-
ing of these terms evident from their differences in accuracy, with
monitoring being the most accurate (20%), followed by tracking
(15%), and surveillance (13%). The cause of this discrepancy could
be either from the prevalence of these terms not being the same, or
this may suggest a more fundamental problem in the discernment
between those three terms. While participants were familiar with
the concept of consent, they did not manage to provide satisfactory
definitions which were specific to the topic of work monitoring,
leading to an accuracy of 18%. Participants had better attempts
at defining remote work, being a highly prevalent term, though
their responses were at most 31% accurate on average. We should
consider the above mean accuracy scores as participants’ attempts
at inferring meaning, and this was quite low (a maximum of 33%)
across the eight terms.

Column analysis results. We now turn to column analysis results
from the definition scoring process. The full tables are available in
Appendix A and the most relevant parts to the discussion will be
presented in this section.

Consent (See Table 4 in Appendix A) was predominantly defined
by reference to ‘agreement/approval’ (44%) and ‘permission’ (37%).
This covers a basic element of consent, but most definitions lacked
specificity about the context of work.

Data minimisation (See Table 5 in Appendix A) tended to be
mainly defined by making reference to ‘mention[s] of limiting or
reducing personal data’ (36%), ‘storage of personal data’ (28%), and
‘collection of personal data’ (26%). Other parts of the legal concept
of data minimisation was rarely covered by participants, e.g. ‘used
only for purposes it was collected for’ (6%) and ‘data [is] kept for
no longer than necessary for purpose’ (5%).

GDPR (See Table 6 in Appendix A) had nearly half participants
(49%) correctly quote the longform format of the term. 31% of parti-
cipants linked it to ‘data privacy law’ or ’concerns personal data’.
Participants were less inclined to define the GDPR in terms of ‘col-
lection of data’ (12%) or ‘apply[ing] to organisations who handle
personal data’(13%).

Keylogging (See Table 7 in Appendix A) had a high rate of
participants choosing to define it with regards to ‘used to col-
lect/record/track data’ (70%) and ‘data processed are key presses
on employee’s keyboard’ (66%). Only 21% made explicit mention of
keylogging being achieved through a form of software or hardware.
Few explained it in terms of its purpose, productivity-related (5%)
or security-related (4%).

Remote work (See Table 8 in Appendix A) had most participants
explaining it as working from an unspecified location away from
their office (85%) and 66% defined it as a form of ‘working from
home’. No participants chose to explicitly explain it as working
from a co-working space, and very few mentioned remote working
as a ‘work arrangement’ (4%) and ‘not being physically in-person at
the office/workplace’ (2%). 12% did mention remote working tools
in their definitions.

Monitoring (See Table 9 in Appendix A) had 67% of participants
defining it as a form of observation, though unspecified. 43% men-
tion that the object of the monitoring is employee work activity in
their definition, and 28% also gave a valid reason for the monitoring,
e.g. productivity improvement. Only 21% mentioned ‘digital obser-
vation’ as part of their definition of monitoring. 19% defined the
term making use of the words surveillance and/or tracking, essen-
tially using them synonymously. Only 2% distinguished monitoring
from surveillance or tracking when defining it. There were also very
few choosing to define monitoring in terms of ‘data’, e.g. collecting
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data (14%), analysing data (4%), storing data (1%), processing data
(0%).

Surveillance (See Table 10 in Appendix A) was defined by 57% of
participants as a form of observation, though unspecified. Nearly
half of participant, 41%, made use of the words monitoring and/or
tracking, essentially using them synonymously to explain surveil-
lance. 31%mentioned CCTV or video surveillance in their definition,
while 17% mentioned ‘digital observation’ (through software). Few
chose to mention a valid purpose for surveillance in their defini-
tions: ‘safety/security’ (13%), ‘compliance, investigating illegal or
inappropriate behaviour’ (9%), or ‘productivity-related’ (5%). Nearly
no participants chose to explain surveillance with reference to ‘data’,
e.g. ‘collecting data’ (9%), ‘storing data’ (3%), ‘processing data’ (1%),
or ‘analysing data’ (1%). Only 1% distinguished surveillance from
monitoring or tracking in their response.

Tracking (See Table 11 in Appendix A) was defined with a valid
type of employee activity capable of being tracked by 38% of parti-
cipants. 21% made mention of a valid reason for tracking employees
e.g. productivity. 21% also used the terms monitoring and/or sur-
veillance synonymously to explain tracking. No participant distin-
guished tracking from monitoring and/or surveillance. Mention of
‘collecting data’ (17%) and ‘storing data’ (10%) were more prevalent
than ‘analysing data’ (1%), or ‘processing data’ (0%).

3.5 Thematic Analysis Results
Through the analysis, we identified three overarching themes from
the definitions. The first theme noted the expression of uncertainty
in participants’ definitions as well as their associations of Surveil-
lance and Keylogging as being more covert in nature. The second
noted a lack of precision in how participants chose to define the
terms, or the terms were especially precise (consent and remote
work). Finally, there was a conceptual framing made evident when
reading through some terms such as keylogging and GDPR which
showed that participants chose to view some of the terms in more
data-centric or person-centric lenses.

3.5.1 Reluctance in expressing uncertainty and making associations
with covertness. While some participants expressed their uncer-
taintywhen defining the terms, most, however, did not. Some simply
admitted to not knowing and did not infer a meaning. The possibly
more problematic group are those who did not express uncertainty
and still gave a grossly inaccurate definition.

Extending this to an everyday context, many may hold inaccur-
ate information or simply make wrong assumptions about what
terms mean. Employees might not be vocal about what they under-
stand, or they might hold a belief that their information is correct
even if it is not. So it is important then to make this topic more
approachable to employees so that they have a baseline of under-
standing that is rooted in viable information. It is to be noted that
some terms such as ‘data minimisation’ had many incorrect defini-
tions provided, which suggests that seemingly simple terms need
to be operationalized and communicated to participants in research
contexts and also explained clearly in work contexts.

We also observed that some participants associated some terms
with being more covert or malicious, namely surveillance and key-
logging. This highlights the potential for terminology such as these
used in the context of work to evoke negative affect which may or

may not be warranted depending on the purpose for the application
of the relevant practice or technology. This negative association
to monitoring terms could theoretically make employees more in-
clined to adopting counter-productive work behaviors.

“Keylogging is the practice of covertly recording in-
put signals into a computer from a keyboard for the
computer not to be aware.” - P29
“Monitoring of an individual or group of individuals,
usually covertly, using cameras, CCTV, police etc.” –
P35

P79 even defined it as a form of monitoring but “suspicious”. P93
evokes the possible malicious aspect of keylogging when defining
it:

“Keylogging is where a 3rd party (often the IT depart-
ment - but could also be a hacker) gets a record of
every keystroke. This could be measures in keys per
minute, or an actual transcript.”

3.5.2 Lack of precision in definitions. A lack of precision was also
apparent when participants chose to use terms interchangeably to
explain other terms, or used the term itself in many cases to define
itself. The choice of expressing the definitions in this way points
to the limited knowledge of the participants or lack of means to
express distinctions between terms such asmonitoring, surveillance,
and tracking.

“The use of surveillance in order tomonitor employees
behaviour, work, punctuality etc.” – P26 on Monitor-
ing
“To monitor something over a period of time” – P54
on Tracking

Consent and remote work on the other hand showed quite high
precision in terms of the definition being given being correct, but
short and without context. This gives the impression of only one-
dimensionality of their understanding. There was not much consid-
eration for other possibilities of what the term could mean within
their work situations.

“simply put, agreement to something” – P45 on con-
sent
“To give permission” – P54 on consent
“Working in a location other than the office” – P12 on
remote work

P71 below gives a bit more context to their definition of remote
work, mentioning the tools required for it.

“Work you can do where you like, you normally only
need a laptop and a internet connection” – P71 on
remote work

3.5.3 Impact of conceptual frames on definitions. We observed
within the definitions for keylogging, tracking, and GDPR, that
participants chose to define these terms with specific reference
to ‘data’. We labelled this as data-centric framing. For GDPR, it is
within reasonable expectation that participants would guess that
data might be part of the long-form definition. Keylogging, how-
ever, was thought of as a way of data being collected. Tracking
was similar, with explicit mention of tasks being completed or not.
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Contrastingly, participants chose to explain Monitoring and Sur-
veillance in terms of the ‘person,’ we labelled this as person-centric
framing. This repeatedly came through in the data as a person being
observed or checking on a person.

It is important here to reconcile the two frames, as monitoring
and surveillance also involve data being collected, while keylogging
and tracking also include the person about which the data is being
collected. These are important to make employees aware of in the
digital age so that they may think critically about what can count
as their personal data at work and whether they want it to be
processed or not.

“Some form of data logging that employees need to
confirm to - maybe rules that need to be adhered to
what entering data.” – P10 on Keylogging
“To watch something or someone closely - to watch
how things change or someone’s actions” – P55 on
Monitoring
“Watching over a person’s activities” – P7 on Surveil-
lance

3.6 Study 1 Discussion
This study highlights a discrepancy between employees’ self-assessed
familiarity with work monitoring terminology and their actual abil-
ity to provide accurate definitions. For example, while participants
rated themselves as moderately familiar with terms such as key-
logging (Mdn = 3.00) and very familiar with the 6 terms other than
data minimisation, their definitions consistently lacked precision
across the eight terms irrespective of their familiarity rating. The
discrepancy suggests an overestimation of knowledge, potentially
influenced by the Dunning-Kruger effect, where individuals with
limited understanding tend to overestimate their competence [26].
This finding aligns with previous work in workplace information
literacy, highlighting the challenge that employees face in under-
standing specialized terminology [49]. Should workers be more
highly literate, it is conceivable that they would be able to recognize
the nature, design, and purpose of technology being implemented
in the workplace and evaluate it accordingly [56].

Going beyond knowledge accuracy scores, the data allowed us
to understand in more depth how participants chose to define those
eight terms. The qualitative element of this study allows for a nu-
anced understanding of employees’ awareness of work monitoring
practices. Participants often failed to express uncertainty, consider
multiple interpretations of key terms, such as “consent” and “re-
mote work”, and frequently resorted to using terms, e.g. monitoring,
to define themselves rather than making an effort to define them in
other words and within the context of data in the workplace. The
column analyses (See Appendix A) were also useful in giving more
insight on the ways participants chose to or not to explain the terms.
As expected from the overlapping terms (monitoring, surveillance,
and tracking), there were many instances of one being explained
by mention of the other as reflected in the thematic analysis as
well. There were twice as many incidences of surveillance being ex-
plained in terms of monitoring and/or tracking compared to those
two terms defined individually. This shows a particular overlap
where surveillance may be construed as either monitoring or track-
ing but not necessarily the other way around. Surveillance, though,

evoked associations of covertness in participants’ understanding of
it. This makes it distinct from monitoring and tracking.

Tracking was distinct from monitoring and surveillance as it
was construed more through the lens of ‘data’ (being collected and
stored) and also was explained primarily with a specific purpose
or type of data being tracked as example. In contrast, monitoring
and surveillance, as seen through the thematic analysis, was more
related to observing the ‘person’ rather than the ‘data’. As for
remote work and consent, the word choice in explaining these
terms align with the thematic analysis which found some one-
dimensionality in the participants’ definitions. The column analyses
for these two terms corroborate this finding especially for remote
work, while consent was more varied in the word choices, involving
dimensions of ‘giving by the individual’ and relating to personal
data. As for the three more technical terms (keylogging, GDPR,
and data minimisation), keylogging was well understood by most
of the participants. They made decent efforts to define GDPR and
data minimisation as well. GDPR was more familiar to participants
it seems as they managed to refer it to some of data processing.
Data minimisation’s definition was attempted to be inferred by
participants, however, they did not cover the various points which
would make it a complete definition as per the UK GDPR.

The lack of accuracy in awareness in addition to the overestim-
ation of knowledge emphasizes a wider issue in workplace data-
related education: employees are not equipped to critically engage
with complex and evolving workplace monitoring practices. These
insights expand the existing literature which has previously fo-
cused on broader aspects of literacy with regards to data protection.
As a practical implication stemming from these findings, it is a
call for reviewing the standards of workplace communication and
training. The overestimation of knowledge, coupled with impre-
cise understanding, indicates a need for proactive dissemination
of clear and accessible information about work monitoring prac-
tices and broader topics such as emerging technologies and the
diverse categories of data-centric practices. Organizations should
consider integrating targeted training programs or informational
campaigns to address gaps in understanding across the organiz-
ation, executives and employees alike. Additionally, HR policies
should emphasize transparency in monitoring practices to foster a
more informed workforce.

Despite the overestimation of knowledge with regards to work
monitoring terminology, it is possible that workers can make valid
inferences about how the lawmight protect them in this context.We
turn to investigating the depth and limits of their legal awareness
of the practice through interviews in the following study.

4 STUDY 2: INTERVIEWS
This study investigated UK employees’ understanding of personal
data protection in the context of workplace monitoring software.
We sought to identify which types of electronic monitoring em-
ployees found acceptable or not, and their reasons for these views.

4.1 Methods
4.1.1 Participants and Recruitment. This exploratory study was
conducted in August 2024 and received favourable ethical opin-
ion from the lead researcher’s institutional School Research Ethics
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Committee. UK-based participants were recruited to ensure that
participants had a similar experience regarding data protection and
employment laws. An online expression of interest form gener-
ated on Microsoft Forms was shared on LinkedIn and on the lead
researcher’s University Microsoft Engage platform to call for par-
ticipants. The criteria for eligibility required the participants to
be over the age of 18, working in the UK, and speaking English.
Participants who signed up were then sent an information sheet
to review before proceeding with scheduling an interview and a
consent form for signing. AMicrosoft Forms link to a demographics
form was also sent to the participant for them to complete prior to
the interview.

Caine’s work on local standards for sample sizes in research
within the CHI community found that interviews conducted re-
motely had a mean sample size of 15 [15]. We decided on a target
sample size of 20 to capture a range of perspectives and in-depth
discussion. The compensation for participating in the study was a
£10 Love2Shop voucher2.

We recruited 20 participants but excluded one as they did not en-
gage satisfactorily with the protocol. Among the participants, seven
were female (37%), eleven were male (58%), and one participant (5%)
preferred not to disclose this information. 68% of participants were
aged between 25 and 34 years old, 21% were between the age of
35 and 44, and 11% were aged between 18 and 24. The participants
self-reported their work industries as the following (in order of
participant numbers 1-19): Professional services, Higher Education,
Finance, Video Games, Marketing, Insurance, Data analytics and
consultancy, Broadcasting, Sales, Pharmaceutical, Software devel-
opment, Academic research, Finance, Financial services consulting,
Gambling, Allied Healthcare (Assistant Psychologist), Public ad-
ministration, Architecture, and Consulting Civil Engineer.

4.1.2 Design, Materials, and Procedure. Semi-structured interviews
were conducted online throughMicrosoft Teams. The semi-structured
format allowed for some flexibility in the questioning, enabling par-
ticipants to express their thoughts more freely while ensuring the
key topics were covered across all interviews. The transcription
function in Microsoft Teams was used to generate transcripts. In-
terviews lasted approximately 45 minutes and participants received
a financial incentive in the form of a £10 shopping voucher.

Consent was obtained before starting recordings and transcrip-
tions. Participants were also reassured that their anonymity and
confidentiality would be ensured prior to starting interviews. They
were also reminded that there was no expectation of them having
had experiences with work monitoring software, nor the laws and
regulations around it, and were encouraged to freely share their
thoughts on the topics presented.

The interview questions were structured in three main phases
(see Supplementary Materials for the full interview guide). First,
we established what the current knowledge and experience of the
participants was regarding work monitoring software. We then
assessed their knowledge of legal instruments that exist to pro-
tect their data. In the third phase, we presented participants with

2In Study 1 remuneration was handled through the Prolific platform. For Study 2
remuneration was handled by the researchers, and institutional policy forbids the use
of cash. Effective rates of remuneration are very similar in both studies.

three fictional scenarios which included various work monitor-
ing software functionalities inspired by what has been covered
in the literature. Scenario one presented participants with a situ-
ation where keylogging and website and application monitoring
was present on employee laptops. Scenario two presented them
with a work monitoring software package being installed on em-
ployee computers including webcam monitoring and keylogging.
The third scenario presented participants with a range of monitor-
ing software including: keylogging, email monitoring, geolocation
(GPS) tracking, webcam snapshots, and AI emotion recognition.
Participants were asked a set of questions which was the same for
the three scenarios. These questions asked for the purpose and
necessity that the participant believed these functionalities were
in place, the possible issues that are associated, and whether they
believed these functionalities to be legal currently in the UK. Scen-
arios 1 and 3 had additional stages to them where an additional
stage was added where a counter-productive measure was taken by
the fictional employee. For example, Scenario 3 had an employee
covering their camera to avoid being monitored, this was then fol-
lowed with additional complications of the employee using a VPN
to avoid being found out by the fictional employer while travel-
ling overseas. Then with a final complication that the employer
found out the employee’s location through GPS. The associated
questions for all of the additional complications revolved around
the participants’ opinion about the acts. They were also prompted
to express whether they believed the act to be fair or not. Finally,
they were also asked if the law should side with the employer or
employee in those cases.

If time allowed in the interviews, we also had closing questions.
These varied depending on the experience of the participants. Pre-
set closing questions were drafted for those who had remote work
experience, managerial experience, and finally more general ques-
tions. Respectively, some examples of these were if they believed
that privacy while working in the office and privacy while working
from home should be the same or not, if they used any dedicated
tools or ways to monitor their team, and where they thought the
lines should be drawn legally-speaking in relation to work monit-
oring software.

4.1.3 Analysis. We chose to use the reflexive thematic analysis
(RTA) framework outlined by Braun and Clarke [12, 13] to ana-
lyze the interview data. We followed the six-step procedure as it
is a widely recognized and respected method within qualitative
research, ensuring this study’s methodological rigor.

Transcripts were generated on Microsoft Teams and reviewed
alongside the recording of each interview, except one instance
where the participant preferred not having the conversation re-
corded; in their case, we used a file with interview notes as part
of the analysis. The lead author read the transcripts several times.
The first read through ensured that the transcript was free of per-
sonal information as part of the anonymization process, and also
to correct any mistakes from the automatic transcription service.
Potential codes were also noted as part of this read through. The
codes were informed by our research question (deductive analysis),
but we were also interested in identifying wider trends (inductive
analysis). Initial codes were discussed with the rest of the research
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team. A second read-through was conducted, focusing on review-
ing the identified codes and noting any new ones. Once all codes
were obtained, the first author identified a set of themes that were
revised and regularly discussed with the rest of the research team,
which led to the formation of three key themes, which were further
revised during work on this manuscript.

4.2 Study 2 Results
Three overarching themes were developed from the data: Limited
awareness of the law andworkmonitoring practices,Human-
centered monitoring, and Issues of trust. These themes will be
discussed in more detail below.

4.2.1 Theme 1: Limited awareness of the law and work monitoring
practices. This theme covers the key question this paper aimed to
answer, what is the general state of employees’ legal knowledge
when it comes to work monitoring practices? We recognize that
this theme was directly derived from the subject of the questions
asked to participants.

Participants showed vague expressions of knowledge about the
legal protections surrounding personal data and work monitoring
practices. Some had no knowledge of the particular laws in place,
rather they believed there was a law in place for it, e.g., P12: “I
know there is law, but I don’t remember the details.” or P19: “I
would suspect there’s also some regulations in employment law,
but I wouldn’t know the details.” Most did have some awareness
that the UK GDPR was the most relevant legal framework here.

“Yeah, I think a big one is the GDPR, yeah[...]. Uh, is it
like a general general data protection? Right? I forgot
exactly what it stands for, yeah.” – P5

We note as well that the language being used above is tentative.
It is understandable that the participants may have doubted their
knowledge in the presence of a researcher who likely had the correct
information, and so they might have felt the need to ‘verify’ their
information using this tentative language. However, despite most
participants having some idea that the GDPR was the key legal
framework here, they could not provide a definition of it nor give
specific details about how it protects personal data.

“I’m pretty sure that GDPR, whatever it stands for, is
one of the laws governing personal data and that’s
EU-wide legislation. I’m pretty sure that it applies in
the UK.” – P15

Even those who had received training about the GDPR in the
past were not sure of the particulars of the regulations, although
most participants recognized or guessed the presence of the Data
Protection Act.

“I know again there’s GDPR, but I can’t recall what it
is off the top of my head, but we did have training for
it and we do get reminded of it. But if I remember cor-
rectly just the Data Protection Act, and I believe that’s
what the NHS uses, it’s like data, privacy, security law,
but yeah.” – P16

Participants were also not familiar with work monitoring prac-
tices. In general, they all referred to Microsoft Teams as being the
way they keep in touch at work and that its status indicator would

be the closest function to monitoring for productivity purposes.
Some participants showed good awareness of what could possibly
be tracked, though with some reservations about their certainty.
Others had experienced bossware practices first-hand such as P9
who expressed that they had experience with their emails being
monitored and accessed without their consent in the past. Also,
P14 has a disclaimer on their laptops to say that all their activities
can be monitored on the device. Below are some quotes of other
participants, demonstrating their knowledge of work monitoring
practices.

“So what websites you’ve been on for, how much time,
same for like which softwares you’ve used for how
much time and uh yeah how much time off do you
take, maybe frequency wise or how many hours are
you officially online or like for how many of your
working days?” – P6
“I guess it could also range from like. You know, we’re
talking about online data, so like your history online
history, the kind of thing, or even like less specific
data. But I don’t know, actually.” – P5
“Very high level understanding is that it is, you know,
a piece of software that allows an employer to track
activity online, but like laptop computer based activity
of the of the employees.” – P17
“I think it’s something that’s preinstalled on yourwork
laptop right? So, umm, it’s something that’s the IT
department, could you know, just use it to hijack your
work laptop and see what you’re doing.” – P12

Participants who had work roles in certain industries such as
professional consulting services, finance, or healthcare were more
attuned to the need for protection of client data, but they had not
previously considered how those laws might apply to themselves as
employees. It was interesting to note that employees, even though
they consider the necessity for protection of client data, do not
naturally think the same for their own data at their work.

“interesting to think about this from an employee
perspective because I think about it from a client per-
spective and what they have to do for their customers
and clients.” – P1

The low awareness and familiarity with the data protection laws
and monitoring practices was evident, and so participants were
provided definitions and examples where necessary to have them
ready to consider the scenarios.

Participants’ uncertainty about the law was clear when asked
about whether they believed the functionalities mentioned in each
scenario were legal in the UK or not. It is understandable here
that they were more likely to use language or expressions which
would make it so that they wanted to ‘verify’ their information.
Nevertheless, it was interesting to note the strong emotions that
came with the guesses participants made in this respect.

When askedwhether they believed the functionalities mentioned
to be legal, almost all participants were uncertain. P9, for example,
believed that most of the functionalities were legal “because my
previous company have it, so I think that it’s already been approved
and they are allowed to do it to a certain extent probably.” Some
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ventured a guess and expressed their hope that it was not currently
legal or to be made so.

“I’m not sure because I don’t know what the what is
already in place, so I don’t know if if I’m assuming.
Obviously if there aren’t concrete laws in policy and
declaration and all that in place that companies feel
like they can do whatever, especially with AI and stuff
now.”
“I hope not. Yes, but I don’t know.” – P14

P8 and P10 expressed their views with a lot more certainty about
the law. This was likely due to their experience with IT (P8), neces-
sity of knowing the laws and regulations due to having had training
on the matter, being in a highly confidential work environment,
and having managerial duties (P10).

Participants were given the opportunity to describe their expect-
ations of the law and how they would like the law to deal with
workplace monitoring software. The following quotations show a
range of what was discussed.

“I mean, for an ideal world, I don’t think there should
be any monitoring except for security purposes, and
that’s only reason to be honest, to secure yourself and
like company data or like feature property.” – P9
“There should be penalties basically for employers. If
they are caught doing these things and they should
have to disclose all the software that they have to
use.– P11
“And there needs to be guidelines towards the robust-
ness of the software that’s used [...] a threshold in
terms of what kind of software is considered robust
enough to protect both company-related data and
personal data.” – P13
“My instinctive response would be I think the law
should restrict employers from recording you, taking
the pictures of you at work and effectively keeping
the record of what you’re typing at work.” – P17

4.2.2 Theme 2: Human-centered monitoring and the dehumanizing
power of technology. This theme was identified in the data as it cap-
tured a range of codes which were linked to the examples provided
by participants on the communication with their managers being a
key factor for productivity assessment, the necessity and accuracy
(fit-for-purpose or not) of what was being monitored in scenarios,
and how monitoring functionalities mentioned made them feel as
employees.

Multiple participants expressed that an open line of communic-
ation with their employers to define and agree on what tasks or
output to be completed in a particular timeframe was the best way
of assessing productivity.

“I mean, thankfully, productivity is measured in terms
of outcome. So as long as that person is delivering
or a place as some reasonable explanation, why not
delivering us asmuch as I expected? Uh, I think there’s
no need to micro-observe what each of the employees
is doing. I think that’s unnecessary.” – P3

“I prefer to be measured to results and deadline.” – P9
“Maybe I am very conservative, but oh I would prefer
supervisor conversations or having a chatwith someone
else rather than AI monitoring my face for example.”
– P1

We can also picture the lines of communication that exist within
the employment context here. The implementation of bossware, in
effect, subverts or negates completely the line of communication
between employer and employee. When the manager goes from
carbon-based to silicon-based, our actions also change. Counter-
productive work behaviors were more likely to be endorsed by
participants in situations where they believed the functionalities
did not match the purpose of productivity assessment or security
protocols. As P13 put it,

“Relying on this kind of stuff, I think, and no commu-
nication in between with the employee. I think it’s a
detriment to workplace relationships.”

P16 expressed the disgust felt if being monitored for extended
periods of time, feeling dehumanized. P1 also made a point that
AI should not be making diagnosing employees with depression
as an example, and that this should be reserved for a human to
do. Participants also expressed feelings of creepiness, fright, and
weirdness when considering monitoring software being applied,
especially for scenarios involving camera monitoring.

Participants interestingly noted how some types of bossware
may act even as an ally of sorts and help them at work beyond being
useful for security or health and safety purposes. Referring to the
lines of communication that exist in the work context as mentioned
above, rather than employer-employee, there can also be lines of
communication open to other colleagues through software, as was
the case for P16, which allows them to check in with each other and
so in a way using a ‘low-intrusiveness’ monitoring software such
as MS Teams allows them to look after each other. P16 mentioned
an instance where a colleague was caught in a car accident and
colleaguesmanaged to find out that somethingwrong had happened
based off of the colleague’s Teams status having been offline for
longer than expected. A similar argument was made by P9, who
believed that GPS tracking was a useful feature to have on their
company phones to give employees some sense of safety while
doing site visits.

P18 also believed in the potential benefit of having AI functional-
ity applied in the work context to ensure colleagues were satisfied
at work, as a human may not pick up on signs that they are not
doing well. This is counter to what most participants believed, how-
ever. The general attitude towards AI in the other interviews all
expressed the feeling that using AI in the monitoring context was
a step too far. P13 shared a contrary view to this:

“AI analytics is at the end of the day it’s just an intelli-
gent software. I think it could provide the wrong kind
of outcome [...] when the manager kind of leans into
it to see what the results of those analytics are then...
Maybe it’s a cheaper way for managers to monitor
employees, but I would say it could lead to the wrong
results.” – P13
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Similarly, P2 mentions how bossware might lead to wrong con-
clusions about employee performance:

“I think like with anything that is reliant on data, the
number alone doesn’t tell you the story because it
doesn’t tell you actually the person wasn’t clicking
anything because they’re a lawyer and they spent,
you know, an hour reading case law, which is a valid
use of their time.” – P2

4.2.3 Theme 3: Issues of trust between the employee and their em-
ployer, technology, and the law. This theme relates to participants’
trust in their employer, in legislation to protect them at work, and
in the technology itself.

Many participants mentioned the lack of trust between em-
ployees and their employers as a result of the implementation of
bossware. This could either be a signal of a lack of trust the employer
has towards their employees prompting the application of boss-
ware, or that it was applied after the trust between the two parties
was eroded and so required bossware to be applied. Transparency
of monitoring being applied was called for by most participants.
Some even were accepting of the fact of being monitored should
their employer make it clear as to why and how they were being
monitored.

“If it’s that important to the company, then that means
I think there is just the lack of trust and I don’t really...
I wouldn’t want to work for a company that doesn’t
trust that I do my job properly, and I also think there
are many ways where it will be found out that I don’t
do my job properly and it doesn’t have to involve
them seeing my face or then, you know, having any
software, keylogging, whatever.” – P1
“[As] an analogy, I wouldn’t want my parents to be
checking my what websites I monitor or what I go
into even growing up as a child, so if I could extend it
to the workplace.” – P13
“I think that between employer and employee that
there has to be a level of trust in that relationship,
for it to be beneficial for both parties. I think that
kind of software would erode that trust, which may
be detrimental to both parties.” – P19

Participants’ also expressed trust or hopefulness towards the
law being designed to protect them.

“I agree there should be a law in place that protects
mistreatment from having these kind of policies in
place, even though I’m not sure whether the UK law
would even allow for these policies to be there to
begin with.” – P13
“My instinctive response would be I think the law
should restrict employers from recording you, taking
the pictures of you at work and effectively keeping
the record of what you’re typing at work.” – P17

Despite recognizing the hope that the law might protect them,
P16 points out:

“So personally I would hope that the law stands with
someone who says I do not consent to this because

I think that’s a very important, but realistically, and
knowing how theworldworks, they’re probably gonna
side with the employer.” – P16

Participants, showing some distrust in technology, found the
bossware webcam functionality and the implementation of AI
within it problematic. They could not trust that the system will not
have some form of bias making it unfair on workers to be monitored
in such a way.

“Uh, the issue is that given that there is a sort of black
box behind how it processes the information and how
it speaks out our results, how would you trust? Are
we just going to trust this to be accurate and reliable?”
– P3
“AI’s are a very problematic area right now. It’s not
necessarily in a state where it’s reliable, but people
again are very keen on developing yet and turn a blind
eye or are ignorant sort of the potential dangers to AI
and using AI driven data. ” – P4

Some, however, believed that the AI function mentioned in the third
scenario could be used for positive reasons in the workplace which
can benefit the employees and company in general.

“[employer might use this for] optimizing workflow
but doing it in a waywhere. It’s verymuch data driven
rather than some human needing to take time out of
their day to monitor, to analyze the data itself. They
can just get a sentence from [the AI] about who’s
doing all this automatically. Uh cut down on the op-
erational times of that part of the HR input.” – P4
“I would think that if they were informed that they
were going to use these measures, I don’t see it in a
in a bad way, because sometimes people struggle to
express how they feel, or sometimes they feel like they
don’t have the right people to talk to when they feel
frustrated about a project or a task. Or they maybe
they feel unfulfilled, etcetera. So in this case, I would
say that this could help. That could be very helpful
for the employer and HR and all the right people that
deal with this in a company to, let’s say, to relink a
bit to this human side of things.” – P18

4.3 Study 2 Discussion
This study aimed to evaluate employees’ legal awareness regard-
ing work monitoring software practices, revealing a gap in their
understanding. Although some participants had received GDPR
training at work, remembering the specifics was a tall order for
most, with only a few exceptions among participants whose work
roles provided direct exposure to the topic. This finding points
to the weakness of data protection training sessions. Some had
more experience with the topic because of their line of work, and
so had clear ideas on what they could expect from the law with
a certain level of certainty. Most participants, however, demon-
strated uncertainty towards what was likely to be legal and what
was not. Fictional scenarios involving AI implementations elicited
more concern, perhaps due to the novelty and ethical ambiguity of
such technologies. Interestingly, some participants believed certain
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functionalities might be legally permissible simply because laws
and regulations had not yet addressed those contexts, highlighting
potential gray areas in the law.

These findings further our understanding of UK employees’ legal
awareness in the workplace. It is evident from the data that there
is a disconnect between the law and employees’ comprehension
of it within the context of this study. While previous research has
been quite compartmentalized in its approach, assessing employee
psychological attitudes towards work monitoring or legal break-
downs of how the law applies with regards to bossware, this study
puts forward an approach which focuses on the experience of the
employee at the center of the monitored workplace. We have un-
covered their uncertainties and assumptions about the law in this
regard.

There are practical implications for workplace training and
policy design that we can take away from this study. GDPR training
sessions as they are currently taught may be insufficient in promot-
ing lasting understanding among employees, and so may benefit
from a review to better engage employees. For example, training
programs which tie together legal principles to common workplace
practices could enhance retention and practical application of data
protection principles. Additionally, organizations should consider
more transparent communication about monitoring practices and
their legal basis to build employee trust and awareness, this may
also make it more of a common discussion point which would
benefit this ‘data literacy’.

5 GENERAL DISCUSSION
This research set out to explore employees’ comprehension of work
monitoring terminology and their awareness of legal protections
regarding bossware. Study 1 examined the familiarity and actual
knowledge of 100 UK employees through an online survey, and
Study 2 assessed the legal awareness of 19 UK employees regarding
work monitoring software through online interviews. The findings
revealed that employees were not accurate in providing definitions
for eight terms linked to work monitoring, they also rated them-
selves highly on familiarity with those terms prior to defining them.
Moreover, thematic analysis in Study 1 revealed that participants
found it challenging to distinguish between terms which are similar
in nature (e.g. monitoring and surveillance). Participants either
were unaware of gaps in their knowledge (not knowing what they
did not know) or did not express uncertainty when defining the
terms, instead proceeding to provide incomplete or imprecise defin-
itions. Through Study 2 we found that employees were not aware
of their legal protections in the workplace regarding monitoring.
Even those who had experience with the GDPR showed uncertainty
in their answers to whether particular functionalities were legal in
the UK. Furthermore, they mentioned interesting avenues for the
law to better protect their rights. One of these suggestions was to
look into the robustness of monitoring software while another was
for limits to be set to prevent monitoring their faces or emotions.
Together, these results contribute to our understanding of the state
of employees’ comprehension of work monitoring terminology and
their awareness of legal issues surrounding workplace monitoring.

While Study 1 had no direct precedent in the literature, Study
2 corroborated previous work while providing a novel contribu-
tion regarding employee legal awareness. For example, supporting
findings by Jeske [43], P16 commented on the benefit of using
the Microsoft Teams status bar and a WhatsApp channel with all
colleagues to keep an eye out for each other. This was especially
important to them in situations of doing site visits. Another aspect
which has been referred to in previous work is the dehumanization
of employees, which follows the elimination of interaction between
employer and employee and replaces it with a one-way system
between the employee and the monitoring software [4]. This means
that the issues linked with having employees monitored electron-
ically as reported over twenty years ago are still valid today. The
situation is worse now, given the array of functionalities modern
bossware can leverage. For example, the video monitoring through
webcams was unsettling for a few participants in Study 2, and the
mention of AI emotion assessment through webcams made them
even more frustrated at the capabilities of bossware. This reflects
previous work by Roemmich et al. [68] which found that employ-
ees in the United States perceived emotion AI to deeply violate
their privacy which can translate in worsened working experiences
(organizational trust and job satisfaction) for employees. The func-
tionalities of new technologies applied to the bossware context may
likely accentuate prior findings in the literature. It would therefore
be useful for researchers to review employees’ perceptions of new
bossware practices, as these may have evolved just as the techno-
logy has. A potential area for reform would be the review of GDPR
training best practices to better inform employees about personal
data protection and their rights at work. Therefore, legislators and
policymakers should regularly revise the legal landscape to keep up
with evolving technology and prioritize employees’ rights above
company productivity metrics.

5.1 Implications for Research, Law, and Policy
The key implication which these studies highlight is that no one
engaged in this issue —researchers, worker representatives, em-
ployers, legislators or policymakers— should take for granted that
workers have accurate working definitions of these terms nor do
they have sufficient knowledge of the limits of legality on mon-
itoring practices. It is imperative to find a solution to this gap in
employees’ knowledge: should bossware be applied in workplaces,
the negative effects such as worsening performance at work are
likely to surface [45]. Furthermore, we believe that without worker
awareness of the technical and legal context of their employers’
monitoring practices, resistance to workplace monitoring would
not be a natural inclination for employees, leading to their rights
being breached.

5.2 Limitations and Future work
In Study 1, we intentionally limited the terminology list to eight
terms to ensure that the data remained manageable within the
scope of our research resources. We chose these a priori on the
basis of their significance and relevance to the topic. The diversity
in the selection of the eight terms for this study was done in such a
way as to highlight possible conflation of terms such as monitor-
ing, surveillance, and tracking, and the ability of workers to make
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valid inferences for specialised terms such as data minimisation.
Although we remain satisfied that the choices were appropriate,
by restricting the number of terms we asked participants define,
we constrained the expression of their knowledge on the matter.
They may have had stronger knowledge on other related terms, for
example. The paucity of knowledge of the eight terms suggests this
is unlikely, but we cannot rule it out. For future work, it would be
beneficial to determine, perhaps by running focus groups, that there
are no parallel collections of terms that are in use and that people
clearly understand. (This seems unlikely given the findings of Study
2, but it would still be work excluding the possibility.) As for the
limitations arising from our sample, the 100 workers were recruited
through Prolific and so might capture a type of worker which could
share some level of similarity in their work patterns hence limiting
the diversity and generalizability of the sample. Future research, as
well as finding other avenues for recruiting a diverse sample, should
explore other methods of assessing familiarity, understanding, and
inference of meaning by employees across different work roles, in-
dustries, or jurisdictions. This could serve to examine which factors
influence employee comprehension of work monitoring practices
and other data-centric practices.

As for Study 2, while it is good that the participants were drawn
from a variety of industries, several had experience with the GDPR
due to their work roles or company-provided training involving
the GDPR. It is reasonable to assume that this gave these parti-
cipants more knowledge of work monitoring practices than the
‘median’ worker. Nevertheless, we believe this further strengthens
the point that even those with prior knowledge were still unsure
of what to expect in terms of legality for monitoring practices. The
generalization of findings may be limited to the UK and the parti-
cipants’ work industries. Future research should further investigate
legal awareness by comparing GDPR and data protection training
policies across companies. We would also recommend broadening
the sample to other EU countries as they also use the GDPR, as well
as comparative work in jurisdictions that do not have GDPR-like le-
gislation. There is also an opportunity for future work to approach
non-office type workers such as warehouse or gig workers on their
understanding of work monitoring practices and its legality. For
many of them, work monitoring may be a prerequisite to being
able to undertake such work.

6 CONCLUSION
This paper presented two studies which investigate employees’
awareness of work monitoring terminology and their awareness
of the legal context surrounding work monitoring. Through Study
1, we found that employees overestimated their knowledge on the
topic as they rated themselves as familiar with key terms and yet
scored poorly on accuracy compared with technically complete
definitions when asked to define them. Study 2 showed that em-
ployees do not have sufficient knowledge of work monitoring, both
as a practice and the nuances of its legality. Both of these studies
highlight a possible lack of transparency about or inaccessibility to
information which might be too complex for the average person to
comprehend. We contribute to the research on work monitoring by
establishing a baseline of expectation of employees’ knowledge on
the topic. This is important for academics beyond HCI conducting

research in this area as they will have to properly inform their
participants of the practice or its legality where relevant. Without
priming participants with accurate information, inaccuracies may
occur in the data collected as a result of assumptions and misun-
derstandings. These findings are crucial in practical contexts, as
without proper awareness of these matters, employees may not
recognize potential issues with their data being processed for mon-
itoring purposes at work, nor would they know what they can do
to challenge such practices. Developing a shared understanding
of work monitoring practices should be an immediate priority for
stakeholders involved to safeguard employee rights.
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A DEFINITION SCORING COLUMN ANALYSIS TABLES

Definition Parts of the definition % incidence

‘‘In the context of work and personal data,
consent refers to the voluntary and informed
agreement given by an individual for their
personal data to be collected, processed, and
stored by a business for a specific purpose.”

Agreement/Approval 44
Permission 37
Given by the individual 18
Personal Data 14
Collected, processed, and stored by a business for a
specific purpose

8

Informed 5
Voluntary 2

Table 4: Consent column analysis

Definition Parts of the definition % incidence
“Data minimisation refers to the practice of
limiting the collection, storage, and use of
personal data to only what is necessary for a
specific business purpose. This involves ensuring
that only relevant and essential data is collected,
and that it is not kept longer than necessary or
used for purposes other than those for which it
was collected.”

Mentions limiting or reducing personal data 36
Storage of personal data 28
Collection of personal data 26
Data collected is essential/necessary to achieve purpose 16
Only relevant data is collected 9
Used only for purposes it was collected for 6
Use of personal data 5
Data is kept no longer than necessary for purpose 5

Table 5: Data minimisation column analysis

Definition Parts of the definition % incidence
“The GDPR (General Data Protection Regulation)
is a comprehensive data privacy law that
regulates the collection, processing, and storage
of personal data for individuals located within
the European Union (EU). The UK has retained
the GDPR in its domestic law since Brexit. It
therefore applies to all UK businesses that handle
personal data, regardless of their size or industry
sector.”

Correct term longform- General Data Protection Regu-
lations (accept omitting General)

49

Data privacy law 31
Concerns personal data: Data which can be used to
identify a person is regarded as personal data

31

Processing of data 21
Storage of data 21
Collection of data 12
Applies to organisations who handle personal data 13

Table 6: GDPR column analysis

Definition Parts of the definition % incidence
“Keylogging is one of the types of monitoring software or
hardware that records every keystroke made on a
keyboard. It may be used by employers to track employee
computer use, prevent unauthorised access to company
systems, or investigate suspected security breaches or
policy violations.”

Used to collect/record/track data 70
Data processed are key presses on employee’s
keyboard

66

Piece of software or Hardware 21
Purpose is to track general computer use, as a
measure of productivity

5

Purpose is company security/policy related. 4
Table 7: Keylogging column analysis
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Definition Parts of the definition % incidence
“Remote work refers to a work arrangement where an
employee is not physically present in a traditional office
or workplace, but instead works from a remote location
such as a home office, co-working space, or other remote
location. This arrangement is made possible by
technology such as video conferencing, remote desktop
software, and other collaborative tools that allow
employees to communicate and work together from
different locations.”

Working from unspecified remote location
away from office

85

Working from home 66
Remote work tools: video conferencing soft-
ware, remote desktop

12

Work arrangement 4
Not physically present in-person at of-
fice/workplace

2

Working from co-working space 0
Table 8: Remote work column analysis

Definition Parts of the definition % incidence

“Monitoring is a general term that can
encompass both tracking and surveillance, as
well as other methods of collecting data about
employees’ work activities. Monitoring can be
done through a variety of means, including
software applications, network logs, and direct
observation, and can serve a range of purposes,
such as identifying inefficiencies or improving
performance.”

Observation (unspecified) 67
Data processed is about employee work activity 43
A valid reason for monitoring employees (e.g. productiv-
ity improvement)

28

Digital observation 21
Synonymous with Tracking and/or Surveillance 19
Collecting data 14
Physical observation 6
Analysing Data 4
Distinguishing from tracking and/or surveillance 2
Storing data 1
Processing data 0

Table 9: Monitoring column analysis

Definition Parts of the definition % incidence

“Surveillance involves the direct
observation of an employee’s work or
communications. This may include
monitoring an employee’s email or
instant messages, listening in on phone
conversations, or using video cameras to
monitor the workplace. The goal of
surveillance is typically to identify
inappropriate or illegal behaviour, rather
than simply monitoring productivity or
performance.”

Observation (unspecified) 57
Synonymous with Monitoring and/or Tracking 41
CCTV/ Video surveillance 31
Data processed is about employee work activity 18
Digital observation (through software) 17
Valid purpose - Safety/Security 13
Collecting Data 9
Valid purpose – compliance, investigating illegal or inappropri-
ate behaviour

9

Valid purpose – productivity related 5
Storing Data 3
Processing Data 1
Analysing Data 1
In-person observation of employee 1
Distinguishing from Monitoring and/or Tracking 1
Data processed is about employee communications 0

Table 10: Surveillance column analysis
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Definition Parts of the definition % incidence
“Tracking in the context of work refers to the
collection and analysis of data about an
employee’s work-related activities, such as the
time spent on different tasks, or the websites they
visited. This information can be used to monitor
productivity and identify areas for improvement,
but it might not necessarily involve the direct
observation of an employee’s work or
communications.”

Valid type of employee work activity data being tracked 38
Valid use case or purpose for tracking e.g. to measure
productivity

21

Synonymous with Monitoring and/or Surveillance 21
Collecting Data 17
Storing Data 10
Analysing data 1
Distinguishing from Monitoring and/or Surveillance 0
Processing Data 0

Table 11: Tracking column analysis
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